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1. AMAG /PURPOSE

Bu prosedurtin amaci; ISO/IEC 27006:2015 ve ISO/IEC 27006:2015 AMD.1 2020 standartlari dogrultusunda, denetimlerin
gerceklestirilmesi igcin yontem ve sorumluluklari belirlemektir.

/The purpose of this procedure is; To determine the methods and responsibilities for carrying out audits in line with ISO/IEC
27006:2015 and ISO/IEC 27006:2015 AMD.1 2020 standards.

2. TANIMLAR /DEFINITIONS

Bilgi Giivenligi Yonetim Sistemi (BGYS): Bilgi glivenligini kurmak, gerceklestirmek, isletmek, izlemek, gozden gegirmek,
sirdirmek ve is riski yaklasimina dayali tim y6énetim sisteminin bir pargasi.

/Information Security Management System (ISMS): It is a part of the entire management system based on establishing,
realizing, operating, monitoring, reviewing and maintaining information security and business risk approach.

Varhk: Kurulus icin degeri olan herhangi bir sey. [ISO/IEC 13335-1: 2004]
/Asset: Anything that has value to the organization. [ISO/IEC 13335-1:2004]

Kullanilabilirlik: Yetkili bir varlik tarafindan talep edildiginde erisilebilir ve kullanilabilir olma 6zelligi. [ISO/IEC 13335-1: 2004]
/Availability: The ability to be accessible and usable when requested by an authorized entity. [ISO/IEC 13335-1:2004]

Gizlilik: Bilginin yetkisiz kisiler, varliklar ya da proseslere kullanilabilir yapilmama ya da agiklanmama 6zelligi. [ISO/IEC 13335-
1:2004]

/Confidentiality: The ability of information not to be made available or disclosed to unauthorized persons, entities or
processes. [ISO/IEC 13335-1:2004]

Bilgi Glivenligi: Bilginin gizliligi, butlinlGgu ve kullanilabilirliginin korunmasi. Ek olarak, dogruluk, acikla edememe ve
guvenilirlik gibi diger 6zellikleri de kapsar. [ISO/IEC 17799: 2005]

/Information Security: Protecting the confidentiality, integrity and availability of information. Additionally, it includes other
characteristics such as accuracy, inexplicability, and reliability. [ISO/IEC 17799:2005]

Bilgi Giivenligi Olayi: Olasi bir bilgi glivenligi politikasi acigi, koruyucularin basarisizligi ya da givenlikle ilgili olabilecek
6nceden bilinmeyen bir durumu belirten bir sistem, hizmet ya da ag durumunun tanimlanan bir ortaya cikisi. [ISO/IEC TR
18044: 2004]

/Information Security Incident: An identified occurrence of a system, service, or network condition that indicates a potential
information security policy vulnerability, failure of safequards, or a previously unknown condition that may be security-
related. [ISO/IEC TR 18044:2004]

Bilgi Giivenligi ihlal Olay:: is operasyonlarini tehlikeye atma ve bilgi giivenligini tehdit etme olasiligi yiiksek olan tek
istenmeyen ya da beklenmeyen bilgi giivenligi olay. [ISO/IEC TR 18044: 2004]
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/Information Security Breach Incident: A single unintended or unexpected information security event that is likely to
compromise business operations and threaten information security. [ISO/IEC TR 18044:2004]

Bitiinliik: Varliklarin dogrulugunu ve tamhigini koruma 6zelligi. [ISO/IEC 13335-1: 2004]
/Integrity: The ability to maintain the accuracy and completeness of assets. [ISO/IEC 13335-1:2004]

Artik Risk: Risk islemeden sonra kalan risk.[ISO/IEC Guide 73]
/Residual Risk: The risk remaining after risk treatment.[ISO/IEC Guide 73]

Riskin Kabuli: Bir riski kabul etme karari.

/Acceptance of Risk: The decision to accept a risk.

Risk Analizi: Kaynaklar belirlemek ve riski tahmin etmek amaciyla bilginin sistematik kullanimi.[ISO/IEC Guide 73]

/ Risk Analysis: Systematic use of information to identify resources and estimate risk.[ISO/IEC Guide 73]

Risk Degerlendirme: Risk analizi ve risk derecelendirmesini kapsayan tiim proses. [ISO/IEC Guide 73]

/Risk Assessment: The entire process including risk analysis and risk rating. [ISO/IEC Guide 73]

Risk Derecelendirme: Riskin 6nemini tayin etmek amaciyla tahmin edilen riskin verilen risk kriterleri ile karsilagtirilmasi
prosesi. [ISO/IEC Guide 73]

/Risk Grading: The process of comparing the estimated risk with the given risk criteria in order to determine the significance of
the risk. [ISO/IEC Guide 73]

Risk Yonetimi: Bir kurulusu risk ile ilgili olarak kontrol etmek ve yénlendirmek amaciyla kullanilan koordineli faaliyetler.
[ISO/IEC Guide 73]

/Risk Management: Coordinated activities used to control and direct an organization regarding risk. [ISO/IEC Guide 73]

Risk isleme: Riski degistirmek icin alinmasi gerekli dnlemlerin (kontrollerin) secilmesi ve uygulanmasi prosesi. [ISO/IEC Guide
73]

/Risk Treatment: The process of selecting and implementing the measures (controls) necessary to change the risk. [ISO/IEC
Guide 73]

Uygulanabilirlik Beyani (SOA): Misteri kurulusun BGYS’si ile ilgili ve uygulanabilir kontrol amaglarini ve kontrolleri agiklayan
dokiimante edilmis beyan (Kontrol amaglari ve kontroller, risk degerlendirme ve risk isleme proseslerinin sonuglari ve
cikarimlarini, yasal ve diizenleyici gereksinimleri, anlagsma ylktmliliklerini ve kurulusun bilgi glivenligi icin is gereksinimlerini
temel alir).

/Statement of Applicability (SOA): Documented statement describing the control objectives and controls applicable to the
client organization's ISMS (Control objectives and controls include the results and implications of risk assessment and risk
treatment processes, legal and regulatory requirements, contractual obligations, and the organization's information security).
based on business requirements).
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SORUMLULUKLAR ve UYGULAMALAR /RESPONSIBILITIES AND PRACTICES

2.1. Genel /General

BGYS denetimleri, Denetim Prosediriinde belirlenen denetim uygulamalari dogrultusunda gergeklestirilir.
/ISMS audits are carried out in line with the audit practices determined in the Audit Procedure.

BGYS denetimleri, Denetim Prosediriinde belirlenen denetim uygulamalari disinda, asagida verilen esaslar dikkate alinarak
gerceklestirilir.

/ISMS audits are carried out by taking into account the principles given below, apart from the audit practices specified in the
Audit Procedure.

2.2. BGYS Denetim Sartlari /ISMS Audit Conditions

Belgelendirme denetiminden 6nce misteri kurulusa denetim ekibinin gérmesini istemedikleri gizli ya da hassas bilgi iceren
kayitlari olup olmadigi sorulur. Sonrasinda AVACERT denetim ekibi, bu kayitlarin yoklugunda BGYS’nin yeterince denetlenip
denetlenemeyecegine karar verir. Eger bu kayitlarin yoklugunda denetim yapilamayacagina karar verirse misteri kurulusa
erigsim igin gerekli diizenlemeler yapilmadan denetim yapilamayacagi bildirilir.

/ Before the certification audit, the client organization is asked whether it has records containing confidential or sensitive
information that they do not want the audit team to see. Afterwards, the AVACERT audit team decides whether the ISMS can
be adequately audited in the absence of these records. If it decides that an audit cannot be performed in the absence of these
records, the customer is informed that the audit cannot be performed without making the necessary arrangements for access
to the organization.

2.2.1. Denetim Kriterleri /Audit Criteria

Bir musterinin BGYS denetimi ile ilgili kriterler; BGYS standardi ISO/IEC 27001’de belirtilenler ve ilgili faaliyetler igin
olusturulan dokiimanlardan olugmaktadir.

/Criteria for a customer's ISMS audit; The ISMS standard consists of documents created for those specified in ISO/IEC 27001
and related activities.

2.2.2. Belgelendirme Kapsami /Scope Of Certification

AVACERT denetim ekibi, misteri kurulusu, uygulanabilir butiin BGYS gereklilikleri kapsaminda denetleyecektir. AVACERT
denetim ekibi, misteri kurulusunun BGYS’ nin kapsaminin ve sinirlarinin isin, kurulusun, yerinin, varliklarinin ve teknolojinin
ozellikleri agisindan agikga tanimlanmis oldugunu garanti edecektir. AVACERT denetim ekibi, ISO/IEC 27001, Madde 1.2’'de
belirtilen gereklere miisteri kurulusunun uyduguna dair hususlari, BGYS’ nin kapsaminda teyit edecektir.

/AVACERT audit team will audit the customer organization within the scope of all applicable ISMS requirements. AVACERT
audit team will ensure that the scope and boundaries of the client organization's ISMS are clearly defined in terms of the
characteristics of the business, organization, location, assets and technology. AVACERT audit team will confirm within the
scope of the ISMS that the customer organization complies with the requirements specified in ISO/IEC 27001, Article 1.2.

AVACERT, musterinin bilgi givenligi risk degerlendirmesinin ve risk karsisindaki davranisinin ISO/IEC 27001 BGYS standardinin
kapsamini iceren aktivitelerle uyumlu oldugunu temin etmektedir. AVACERT denetim ekibi, buna iliskin ifadelerin BGYS ve
Uygunluk Beyaninda agikga yansitildigini teyit edecektir.
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/AVACERT ensures that the customer's information security risk assessment and risk response are compatible with the
activities that include the scope of the ISO/IEC 27001 ISMS standard. AVACERT audit team will confirm that the relevant
statements are clearly reflected in the ISMS and Declaration of Conformity.

AVACERT denetim ekibi, musteri kurulusun belgelendirmesine konu olan BGYS’ nde ve bilgi glivenligi risk degerlendirmesinde
BGYS'’ nin direkt kapsaminda olmayan hizmet ve aktivitelerin de gerekli yerlerde isaret edildigini garanti altina alacaktir.

AVACERT audit team will ensure that the services and activities that are not directly within the scope of the ISMS, which are
the subject of the customer organization's certification, and in the information security risk assessment, are also marked
where necessary.

2.2.3. Cok Sahali Kuruluglarin Denetimi /Audit Of Multi-site Organizations

Cok sahali kuruluslarin denetiminde, asagidaki sartlarin yerine getirildigi incelenmelidir: / The audit of multi-site organizations
should examine whether the following conditions are met:

- Sistem dokiimantasyonu ve sistem degisiklikleri, /System documentation and system changes,

Yénetimin gbzden gecirmesi, /management review,

- Sikayetler /Complaints

- Duzeltici/6nleyici faaliyetlerin degerlendirilmesi, /Evaluation of corrective/preventive actions,

- g denetimlerin planlanmasi ve sonucun degerlendirilmesi. /Planning internal audits and evaluating the results.

Cok sahali kuruluslarda, tespit edilen uygunsuzluklar igin gergeklestirilen takip denetimlerinde, merkez biiro veya sahalarin en
azindan birinde, ilgili ybnetim sisteminde ve/veya uygulamasinda devam eden uygunsuzluklar tespit edilmesi durumunda,
belgelendirme yapilmaz veya mevcut belgelendirme iptal edilir.

/In multi-site organizations, if ongoing non-conformities are detected in the relevant management system and/or application
in at least one of the head office or fields during the follow-up audits carried out for detected non-conformities, certification
will not be made or the existing certification will be cancelled.

2.3. Denetim Metodolojisi /Audit Methodology

BGYS denetimlerinde; Denetim Raporu kullanilarak, sistemin ISO/IEC 27001 standardi gereklerine uygun olarak kurulmus,
dokiimante edilmis ve etkin olarak uygulanmakta oldugu incelenir.

/In ISMS audits; Using the Audit Report, it is examined whether the system is established, documented and effectively
implemented in accordance with the requirements of the ISO/IEC 27001 standard.

Denetim ekibi Gyeleri tarafindan, denetim siiresince yapilan inceleme ve gézlemlere iliskin pozitif ve negatif bulgu ve
g6zlemler, FRB-27-1 / 2 Denetim Raporuna kaydedilir.

/Positive and negative findings and observations regarding the examinations and observations made by the audit team
members during the audit are recorded in the FRB-27-1 / 2 Audit Report.

2.4. Belgelendirme Denetimi Raporu /Certification Audit Report
AVACERT;

a) Denetim ekibi misteri kurulustan ayrilmadan énce, asagida belirtilenleri gériigmek tizere, misteri kurulugun
ybnetimi ile denetim ekibi arasinda bir toplantinin yapilmasini, /Before the audit team leaves the client organization,
a meeting is held between the management of the client organization and the audit team to discuss the following,
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b)

1) Belirli belgelendirme sartlarina gore misteri kurulusunun BGYS’ nin uygunluguna iliskin yazili ya da s6zIu bir
beyan, /A written or verbal statement regarding the conformity of the customer organizations ISMS according to
certain certification conditions

2) Bulgularile bunlarin gerekgesi hakkinda sorular sormak izere musteri kurulus icin bir firsat; /An opportunity for
the client organization to ask questions about the findings and their rationale

Denetim ekibi tarafindan, misteri kurulusunun BGYS’nin belgelendirme sartlarinin tamamina uygunlugu hususunda
elde ettigi bulgularina iliskin bir denetim raporunun AVACERT’ e sunulmasini / Submission of an audit report to
AVACERT by the audit team regarding the findings of the customer organization regarding compliance with all ISMS
certification requirements.

saglar. /provides.

Denetim raporu asagidaki bilgileri icermektedir: / The audit report includes the following information:

a)
b)
c)

d)

Dokiiman incelemesinin bir 6zeti, /A summary of the document review
Mdsteri kurulusun bilgi glivenligi risk analizini, /Information security risk analysis of the customer organization,

Dokiman incelemesi, risk analizi degerlendirmesi, yerinde denetim ve denetim raporlamasinda harcanan sirenin
detayi ve kullanilan toplam denetim slresi, /Details of the time spent on document review, risk analysis evaluation,
on-site audit and audit reporting and the total audit time used,

Yapilan secimin gerekgesi, takip edilen denetim sorgulari ve kullanilan metodoloji. /Justification for the selection
made, audit queries followed and methodology used.

Denetim raporu, ayrica asagidakileri icerebilir: /The audit report may also include:

a)

b)

c)

d)

Kullanilan denetim metodolojileri ve takip edilen 6nemli denetim yontemleri dahil olmak tizere denetimde kapsanan
alanlar (Or. Belgelendirme sartlari ve denetlenen sahalar); /Areas covered in the audit, including audit
methodologies used and significant audit methods followed (e.g. certification requirements and sites audited);

Yapilan olumlu gézlemler (6r: dikkate deger 6zellikler) ve olumsuz gbzlemler (potansiyel uygunsuzluklar) /Positive
observations made (e.g. notable features) and negative observations (potential nonconformities)

Objektif kanitlarla desteklenmis ve ilgili BGYS standardi ISO/IEC 27001:2022’i ya da belgelendirme igin gerekli baska
bir dokiimani referans gostererek belirlenen uygunsuzluklarin detaylari /Details of the nonconformities identified,
supported by objective evidence and referring to the relevant ISMS standard ISO/IEC 27001:2022 or another
document required for certification.

Uygulanabildigi durumda misteri kurulusunun 6nceki belgelendirme denetimlerinin sonuglari ile faydal bir
karsilastirma, Uygulanabilirlik Beyaninin referansi, uygunsuzlugun acik bir beyanina iliskin belgelendirme sartlarina
musteri kurulusunun BGYS’ nin uygunluguna iliskin yorumlar. /Where applicable, a useful comparison with the
results of the client organization's previous certification audits, reference to the Declaration of Applicability,
comments on the compliance of the client organization's ISMS with the certification requirements, a clear statement
of non-conformity.

Denetim Raporu, sunlari da kapsayabilir: /The Audit Report may also include:

a)

b)

c)

Takip edilen 6nemli denetim loglari ve kullanilan denetim metodolojileri (bk. Madde BG 9.1.5) de dahil olmak lGzere
denetim tarafindan kapsanan alanlar (6rnegin, belgelendirme sartlari ve tetkik edilen yerleskeler), /Areas covered by
the audit (for example, certification conditions and campuses audited), including significant audit logs followed and
audit methodologies used (see Article BG 9.1.5),

Hem olumlu (6rnegin, kayda deger 6zellikler), hem de olumsuz (6rnegin, potansiyel uygunsuzluklar) olarak yapilan
gozlemler, /Observations made both positive (e.g. noteworthy features) and negative (e.g. potential
nonconformities),

Obijektif delil ve ISO/IEC 27001’in veya belgelendirme icin gereken diger dokiimanlarin sartlari ile olan
uygunsuzluklara yapilan bir atif ile desteklenen, tespit edilen tiim uygunsuzluklarin detaylari, /Details of all detected
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non-conformities, supported by objective evidence and a reference to non-conformities with the requirements of
ISO/IEC 27001 or other documents required for certification;

d) Misteri kurulusun BGYS'nin, uygunsuzlugun agik bir beyanini iceren belgelendirme sartlari ile uygunluguna iliskin
yorumlar, Uygulanabilirlik Beyaninin siriimiine bir atif ve uygulanabildigi durumda musteri kurulugun énceki
belgelendirme denetimlerinin sonuglari ile herhangi bir faydal karsilastirma. /Comments on the compliance of the
client organization's ISMS with the certification requirements, including a clear statement of non-conformity, a
reference to the version of the Declaration of Applicability and, where applicable, any useful comparison with the
results of the client organization's previous certification audits.

Doldurulmus anketler, kontrol listeleri, gézlemler, loglar veya denetgi notlari, denetim raporunun biitiinleyici bir pargasini
olugturabilir. Bu yontemler kullanilirsa, bu dokiimanlar, belgelendirme kararini desteklemek lizere belgelendirme kurulusuna
delil olarak verilmektedir. Denetim sirasinda degerlendirilmis 6érnekler hakkinda bilgiler, denetim raporuna veya diger
belgelendirme dokiimantasyonuna dahil edilmektedir.

/Completed questionnaires, checklists, observations, logs or auditor's notes may form an integral part of the audit report. If
these methods are used, these documents are given as evidence to the certification body to support the certification decision.
Information about samples evaluated during the audit is included in the audit report or other certification documentation.

Rapor, musteri kurulusun dahili prosediirlerinin ve misteri kurulus tarafindan BGYS’ye gliven saglamak i¢in uyum saglanan
prosedirlerin yeterliligini dikkate almaktadir.

/ The report takes into account the adequacy of the client organization's internal procedures and the procedures adopted by
the client organization to ensure confidence in the ISMS.

Denetim Raporu, asagidakileri kapsamalidir: /The Audit Report should cover the following:

e BGYS i¢ denetimleri ve yonetimin gézden gecirmelerine olan glivenin derecesi, /Degree of confidence in ISMS internal
audits and management reviews

e BGYS' nin etkinligine ve uygulanmasina iliskin en 6nemli olumlu ve olumsuz gézlemlerin bir 6zeti, /A summary of the
most important positive and negative observations regarding the effectiveness and implementation of the ISMS,

e Misteri kurulusun BGYS’nin, belgelendirilip belgelendirilmemesine dair denetim ekibinin tavsiyesi ve bu tavsiyenin
desteklenmesi icin bilgiler. /The recommendation of the audit team on whether the customer organization's ISMS should
be certified or not, and information to support this recommendation.

2.5. ilk Belgelendirme Denetimi /First Certification Audit
2.5.1. Asama 1 Denetimi /Stage 1 Audit
Asama 1 denetimleri misterinin yerinde yapilr.

/Stage 1 inspections are performed at the customer's site.

Asama 1 denetiminde AVACERT denetim ekibi, sistemle ilgili dokiimantasyonu ISO/IEC 27001 standardinda istenen
dokiimantasyonu da kapsayacak sekilde inceler.

/In the Stage 1 audit, the AVACERT audit team examines the system-related documentation, including the documentation
required in the ISO/IEC 27001 standard.

Asama 1 denetimin amaci, musteri kurulusun BGYS' ni diizenlemesi ve amaglari dogrultusunda anlayarak, musteri kurulusun
Asama 2 denetimine hazir olma derecesine bir bakis agisi saglamaktir.

Hazirlayan: Yonetim Temsilcisi Onaylayan: Genel Miidiir
/Prepared By: Management Representative /Approved By: General manager
syf.7
Elektronik niishadir. Basimis hali kontrolsiiz kopyadir.
/It is an electronic copy. The printed version is an uncontrolled copy.




Dok kod -
avacert Document Code PRO9
- - —— o .o .o Yayin tarihi 25.03.2021
‘3}66/)\&' BGYS DENETIM PROSEDURU Release Date

ISMS AUDIT PROCEDURE Revisin Nuber *

Revizyon Tarihi 17.07.2023

Revision Date

/The purpose of the Stage 1 audit is to provide a perspective on the customer organization's readiness for the Stage 2 audit by
understanding the customer organization's ISMS in line with its regulation and purposes.

Asama 1 denetiminin sonuglari yazil bir raporla dokiimante edilir. AVACERT, Asama 2'ye devam etmeye karar vermeden 6nce
Asama 1 denetim raporunu gdzden gecirir ve asama 2 denetim ekibi Gyelerinin gerekli yeterlilige sahip olup olmadigini teyit
etmektedir. Bu, Asama 1 denetimini gerceklestiren Bas denetgi tarafindan yapilir.

/The results of the Stage 1 audit are documented in a written report. AVACERT reviews the Phase 1 audit report and confirms
whether the phase 2 audit team members have the necessary competence before deciding to proceed with Phase 2. This is
done by the Lead auditor who performs the Stage 1 audit.

Bas Denetci, yazmis oldugu rapordaki uygunsuzluk ve/veya gozlemi iki niisha seklinde ¢ikti alir. Mutabakata varilan
uygunsuzluk ve/veya gozlemlerden sonra formu, 6nce bas denet¢i daha sonrasinda firma yetkilisi imzalar.

/The Chief Auditor prints out the nonconformity and/or observation in the report he wrote in two copies. After the agreed
nonconformities and/or observations, the form is signed first by the chief auditor and then by the company official.

Firma uygunsuzluklarin kdk sebebini ve tekrarini engelleyecek sekilde diizeltici faaliyet planlamalidir.

/The company must plan corrective action to identify the root cause of nonconformities and prevent their recurrence.

Dizeltici faaliyetler gergeklestirilip ve gergeklestigine dair objektif deliller bas denetgiye FRB-27-EK-C Dizeltici Faaliyet Formu
ile birlikte hard copy veya e-posta ile iletilmelidir.

/Objective evidence that corrective actions have been carried out should be submitted to the chief auditor by hard copy or e-
mail together with the FRB-27-EK-C Corrective Action Form.

Bas denetgi tarafindan uygunsuzluklarin giderildiginin kabulli sonrasinda rapor ve ekleri AVACERT ofise gonderilir. Rapor
Belgelendirme Mdirl veya Yonetim Temsilcisi tarafindan gézden gegirilir durum kayit altina alinir.

/After the chief auditor accepts that the non-conformities have been resolved, the report and its annexes are sent to the
AVACERT office. The report is reviewed by the Certification Manager or Management Representative and the situation is
recorded.

Asama 2 denetimi 6dncesinde asama 1 denetim raporunun ve agsama 1 denetiminin uygunlugunun incelenmesi ve asama 2
denetimine gegis onayinin verilmesi; o dosya icin gérevlendirilen bas denetci/denetci disinda bir bas denetciden onay
alinmaktadir.

/Before the stage 2 audit, examining the suitability of the stage 1 audit report and the stage 1 audit and granting approval for
the transition to the stage 2 audit; Approval is obtained from a lead auditor other than the lead auditor/auditor assigned for
that file.

2.5.2. Asama 2 Denetimi /Stage 2 Audit

Onaylayan: Genel Miidiir
/Approved By: General manager
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syf. 8
Elektronik niishadir. Basimis hali kontrolsiiz kopyadir.
/It is an electronic copy. The printed version is an uncontrolled copy.




ey

o®
ferp3tio

Doktiman kodu PR-09

ava CE l't Document Code
= — o .o . Yayin tarihi 25.03.2021
‘%}Jv)\&' BGYS DENETIM PROSEDURU Release Date
“ IS ISMS AUDIT PROCEDURE Revision Nomber 02
Revizyon Tarihi 17.07.2023

Revision Date

Asama 1 ve asama 2 denetimleri arasindaki araligin makul bir sekilde 6 aydan uzun olmamasi bekleniyor. Daha uzun bir
aralk gerekirse asama 1 denetimi tekrarlanmalidir. Asama 2 denetimin Asama 2 denetimi her zaman misterinin yerinde
gerceklestirilir.

/The interval between stage 1 and stage 2 inspections is reasonably expected to be no longer than 6 months. If a longer
interval is required, the stage 1 inspection should be repeated. Stage 2 inspection Stage 2 inspection always takes place
at the customer's location.

Amaglari sunlardir: /Their purposes are:

a)

b)

Mausterinin kendi diizenlemeleri, amaglari ve prosedirlerine baglandigini teyit etmek. /Confirming that the client
adheres to its regulations, objectives and procedures.

BGYS' nin, ISO/IEC 27001’in bitin gerekliliklerine uygun oldugunu ve musterinin kural hedeflerine uyum sagladigini
teyit etmek. /To confirm that the ISMS complies with all requirements of ISO/IEC 27001 and complies with the
customer's rule objectives.

Butlin bunlari yapmak igin denetim musteri kurulusun asagidaki noktalarina odaklanir: /To do all this, the audit focuses on the
following aspects of the client organization:

a)

b)

h)

Bilgi glivenligiyle ilgili risklerin degerlendirilmesi ve bu degerlendirmelerin kiyaslanabilir ve iretken sonuglar
Uretmesi, /Assessing risks related to information security and ensuring that these assessments produce comparable
and productive results,

ISO/IEC 27001 standardinda istenen dokiimantasyon gereklilikleri, /Documentation requirements required in the
ISO/IEC 27001 standard,

Risk degerlendirme ve risk yaklasimi proseslerine gore kontrol hedeflerinin ve kontrol noktalarinin segilmesi,
/Selecting control targets and control points according to risk assessment and risk approach processes,

BGYS' nin etkinliginin gdzden gegirilmesi ve bilgi glivenligi kontrollerinin, raporlamasinin ve yeniden gézden
gecirmesinin BGYS hedefleri karsisinda etkinliginin 6lgtilmesi dair, /Reviewing the effectiveness of the ISMS and
measuring the effectiveness of information security controls, reporting and review against ISMS objectives,

BGYS i¢ denetimleri ve yénetim gozden gecirmeleri, /ISMS internal audits and management reviews,

Bilgi gtivenligi politikasiyla ilgili y6netimin sorumlulugu /Management's responsibility regarding the information
security policy

Secilen ve ifade edilen kontroller, uygulanabilirlik beyannamesi ve risk degerlendirmesi risk yaklasimi ve BGYS
kurallari ve hedefleri arasindaki baglanti, /The connection between the selected and expressed controls, the
declaration of applicability and the risk assessment risk approach and ISMS rules and objectives,

Kontrollerin ifade edilmesi (ISO/IEC 27006:2015 Annex D), musteri kurulusun kontrol etkinligini 6lciim sekli de
gozetilerek, kontrollerin belirlenen hedefleri basarmakta etkin olup olmadigini belirtmek, /Expressing the controls
(ISO/IEC 27006:2015 Annex D), indicating whether the controls are effective in achieving the determined objectives,
taking into account the way the customer organization measures control effectiveness,

Prosesler, programlar, proseddrler, kayitlar, i¢c denetimler ve BGYS etkinligi gozden gecirmesi gibi enstriimanlari

kullanarak bunlarin yénetim kararlari ve BGYS kurallari ve hedefleri igin etkin olmasi. /Using instruments such as
processes, programs, procedures, records, internal audits and ISMS effectiveness review to ensure that they are

effective for management decisions and ISMS rules and objectives.

Hazirlayan: Yonetim Temsilcisi Onaylayan: Genel Miidiir
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2.5.3. ilk Belgelendirme igin Bilgi /Information For Initial Certification

AVACERT, belgelendirme kararina iliskin bir esas saglamak amaciyla denetim ekibinden, bu karara varmak icin yeterli bilgiyi
saglayan acik anlasilir raporlari talep etmektedir.

/In order to provide a basis for the certification decision, AVACERT requests clear reports from the audit team that provide
sufficient information to reach this decision.

2.6. Gozetim Denetimleri /Surveillance Inspections

Gozetim denetimlerinin amaci, onaylanmig BGYS'nin uygulanmaya devam ettigini onaylamak, musteri kurulusun
operasyonlarinin degismesi nedeniyle baslayan degisimlerin sonuglarini degerlendirmek ve belgelendirme gerekliliklerine
surekli uyumun devam ettigini gormektir. Gozetim denetimleri normalde sunlari kapsamaktadir:

/The purpose of surveillance audits is to confirm that the approved ISMS continues to be implemented, to evaluate the results
of changes initiated due to changes in the operations of the customer organization, and to ensure continued compliance with
certification requirements. Surveillance audits normally include:

a) BGYS i¢ denetgisi, yonetim gézden gegirmesi ve onleyici-dizeltici faaliyet gibi sistem koruma unsurlar /System
protection elements such as ISMS internal auditor, management review and preventive-corrective action

b) BGYS standardi ISO/IEC 27001’un istedigi sekilde dis taraflarla etkilesimler ve belgelendirme icin gerekli diger
dokiimanlar /Other documents required for interactions and certification with external parties as required by the
ISMS standard ISO/IEC 27001

c) Dokimante edilmis sistemdeki degisiklikler /Changes in the documented system
d) Degisime konu olan alanlar /Areas subject to change
e) ISO/IEC 27001’un segilmis unsurlarn /Selected elements of ISO/IEC 27001

f)  Uygun sekilde secilen diger alanlar /Other suitably selected areas

AVACERT tarafindan yapilan gézetimde en az asagidakileri gbzden gecirilmektedir: /Under the supervision carried out by
AVACERT, at least the following are reviewed:

a) Musteri kurulusun bilgi gtivenligi politikalarinin hedeflerine ulasabilmesi hususunda kullanilan BGYS’nin etkinligi, /
The effectiveness of the ISMS used in achieving the objectives of the customer organization's information security
policies,

b) Periyodik degerlendirme icin proseddrlerin isleyisleri ve bagl bilgi glivenligi diizenlemelerine uygunlugunun gozden
gecirilmesi, /Reviewing the operation of the procedures for periodic evaluation and their compliance with the
relevant information security regulations,

¢) Enson denetimde tespit edilen uygunsuzluklar i¢in alinan aksiyonlar. /Actions taken for nonconformities detected in
the last audit.

2.7. Yeniden Belgelendirme /Recertification

Hazirlayan: Yonetim Temsilcisi Onaylayan: Genel Miidiir
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Yeniden belgelendirme denetimlerinde, misteri kurulusun BGYS uygulamalarinin, ISO/IEC 27006:2015 standardi ile
tutarhhginin strdirulebilir oldugu incelenir.

/During recertification audits, the sustainability of the customer organization's ISMS practices with the ISO/IEC 27006:2015
standard is examined.

2.8. Ozel Denetimler /Special Inspections

Belgelendirilmis musteri kurulus, sisteme ait bliytik degisiklikler yaparsa ya da belgelendirmenin temelini etkileyebilen baska
degisiklikler meydana gelirse bu durumlardan AVACERT’i haberdar etmesi istenmektedir. Béyle durumlarda, 6zel denetimler
gerceklestirilir.

/If the certified customer organization makes major changes to the system or other changes that may affect the basis of
certification, it is requested to inform AVACERT of these situations. In such cases, special inspections are carried out.

2.9. BGYS Denetiminin Ozel Unsurlari /Special Elements of ISMS Audit

AVACERT’in roll, musteri kuruluslarin, varliklara yonelik bilgi glivenligi ile ilgili tehditlerin, acgikliklarin ve misteri kurulus
Gzerindeki etkilerinin tespit edilmesi, incelenmesi ve degerlendirilmesi icin prosedirleri olustururken ve stirdiirlirken tutarli
olmasini saglamaktir. AVACERT:

/AVACERT's role is to ensure that client organizations are consistent in establishing and maintaining procedures for detecting,
examining and evaluating information security-related threats, vulnerabilities to assets and their impact on the client
organization. AVACERT:

a) Masteri kurulusunun, giivenlige iliskin tehditlerin analizinin uygun oldugunu ve misteri kurulusunun calismasi icin
yeterli oldugunu géstermesini zorunlu kilmaktadir. /Requires the customer organization to demonstrate that the
analysis of security threats is appropriate and sufficient for the customer organization's operation.

Not- Masteri kurulusu, misteri kurulusunun bilgi giivenligine iliskin risklerin hangisinin dnemli olarak tanimlandigina
dair kriterlerin belirlenmesinden ve bunu gergeklestirmek icin de prosediriin/prosedurlerin gelistiriimesinden
sorumludur.

/Note- The customer organization is responsible for determining the criteria for which risks related to the
information security of the customer organization are defined as significant and for developing the procedure(s) to
achieve this.

b) Varliklar, agikliklar ve bunlarin uygulanmasinin sonuglarina karsin bilgi givenligine iliskin tehditlerin
degerlendirilmesi, incelenmesi ve belirlenmesi icin misteri kurulusunun proseddrlerinin, misteri kurulusunun
politikasl, amaglari ve hedeflerine uygun olup olmadigini tespit etmektedir. /Determines whether the customer
organization's procedures for assessing, examining and identifying threats to information security against assets,
vulnerabilities and the consequences of their implementation are in accordance with the customer organization's
policy, objectives and goals.

AVACERT ayrica, 6nemli analizde kullanilan prosedirlerin dogru olup olmadigini ve uygun bir sekilde uygulanip
uygulanmadigini belirlemektedir. Misteri kurulusa ait varliklara, agikliga ya da etkisine iliskin bilgi glivenligi tehditleri, 6nemli
olarak belirlenirse, BGYS icinde ele alinmaktadir.

/AVACERT also determines whether the procedures used in the significant analysis are correct and have been appropriately
implemented. If information security threats related to assets, vulnerability or impact of the customer organization are
determined to be significant, they are addressed within the ISMS.

2.10. Belgelendirmeyi Askiya Alma veya Geri Cekme /Suspending or Withrawing Certification
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BGYS gozetim denetimlerinde, asagidaki sartlarin olusmasi s6z konusu olursa belgelendirmenin askiya alinmasi yoniinde,
oneride bulunulacagi ifade edilir:

/It is stated that in ISMS surveillance audits, if the following conditions occur, a recommendation will be made to suspend the
certification:

- Gergeklestirilen denetimler sonucunda major uygunsuzluklar bulunmasi, /Finding major nonconformities as a
result of the audits carried out,

- Onceki denetimlerde tespit edilen minér uygunsuzluklarin, belirlenmis siirelerde giderilmemesi, /Minor
nonconformities detected in previous audits are not resolved within the specified periods,

- Yasal sartlarin yerine getirilmediginin tespiti, /Determination that legal requirements are not met,

- Belgelendirme kurallarina uyulmamasi. /Failure to comply with certification rules.

BGYS belgelendirmesi askiya alinmis misteri kuruluglarin takip denetiminde, belirlenen uygunsuzluklar kapatilmis ise
belgelendirmenin gecerliliginin devami, kapatilmamis ise belgelendirmenin geri ¢ekilmesi yoniinde, dneride bulunulacagi
ifade edilir.

/It is stated that in the follow-up audit of customer organizations whose ISMS certification has been suspended, if the
identified nonconformities are closed, a recommendation will be made to continue the validity of the certification, if not, to
withdraw the certification.

3. iLGILI DOKUMANLAR ve REFERANSLAR /Related Documents and Referances
ISO/IEC 27006:2015

ISO/IEC 27006:2015 AMD.1 2020

ISO/IEC 27001

FRB-27-1/2 Denetim Raporu /FRB-27-1/2 Audit Report
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